NHCcTpyKUMA no HacTponke npasun Firewall ana nnatpopmbl Huawei

MNpaBunbHasa HacTpoMka Firewall Heobxoauma Ans 3aWmMTbl NOKa/NbHOM ceTu OT
HECAHKUMOHMPOBAHHOIO A0CTyNa U BHeWHUX yrpo3. OHa no3BonAeT YETKO onpeaesninThb,
KaKuMe YCTPOMCTBA W NOJIb30BATE/IM MOTYT BbIXOAUTb B UHTEPHET UAKW NOJsydYaTb AOCTYN K
BHYTPEHHUM pecypcam, a Kakne — Her.

Firewall cnyXut BaXHbIM WHCTPYMEHTOM A/ KOHTPO/A CceTeBOro TpaduKa,
noBbllWeHna 6e3onacHoCTK, cobnogeHna MNOAUTUKM  AOCTyna W NpeaoTBpaLLEHMUA
NoTEHUMANbHbIX aTak. be3 KOPPEKTHO HACTPOEHHbIX NPaBUA AaXKe HaAEXHaA CeTb MOXKeT
OKa3aTbCA YA3BMMOIA.

[Job6asneHne npasun Firewall

1. Heobxoammo nepentn Bo BKAaaKy Console (1), nocne 3Toro nepenTn B NyHKT MEHIO
Virtual Firewall (2).
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2. BbibpaTtb Firewall us cnucka, HassaHue Firewall 6yaet aHanorMyHo Ha3BaHMIO
opraHusayum

{} My Center @ vDC ~ Project Center 55 Console » Q9 Favorites v

@ Virtual Firewall @

Network
Console

Export All Firewall Rules Firewall M

Dashboard
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Virtual Private Cloud
Normal vpc-emaksimchik - Never
Intra-Project Subnet
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Virtual Private Network 5
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3. MNepeiitn Bo BKNaaky ACL (1), rae MOXHO MPOCMOTPETb CYLLECTBYIOLLME NMPaBuUna,
oTpeAaKTUPOoBaTb/yAanuUTb NPaBUNa, a TaKXkKe co3aaTb HOBble Npasuna (2)
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1. Pa3pelweHmne gocTyna B MUHTEPHET U3 JIOKA/IbHOW CEeTH

() My Center @ VDG v

Virtual Firewall > fw-emaksimehik

Name fw-emaksimchik &
Descripion - &

Expires Never

VPC Association[  ACL

al Firewall ; Add Rule ®

Status Action Protocol Source (3)

Enabled Permit ANY 192 168 46.0/24

Status

1a] daf1925b-03a8-42b5-9cfc-78520¢4Mecd

Source Port Range ()

0 00.0.0/0

All Actions  + Al proto.

Destination (3)

- Source

Destination Port Range (3

0 -

Mpumep dopmuposanHma npasun Firewall

Description

Import Rules

Export All Rules

Operation

[laHHOE NpaBMNO paspellaeT BUPTYyasibHbIM MalMHAM M3 BHYTPEHHEN s10KaabHOU ceTn

192.168.46.0/24

(agpec BblgaHHbIN Onsi TEHaHTa)

paspeLLaeT BeCb UCXoAALWMMA TpadUK NO NtoBOMY NPOTOKOAY U NOPTY.

BbIXOANTb B WHTEPHET. OHo

Ona npocmoTpa aZipeca I0KabHOW ceTn Heobxoaumo nepenTn Bo BKAaaKy Console (1),
nocne atoro nepeitn B NyHKT Virtual Private Cloud (2) u BbibpaTb cywecTtsytowmin VPC (3).
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Storage Network

Cloud Server Backup Service
V] Volume Backup Service VMware Network
Elastic Volume Service Virtual Private Network
VMware Cloud Disk Elastic [P

Virtual Firewall

Click © to add services to favorites. You can add 7 more services to favorite:
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Mgmt & Deployment
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s External Network AZ/Group

1 [Direct Connect]intranet ronic,kvm_az/group1

Name
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Never

Operation
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Mocne nepexoga B VPC MOXHO NOCMOTPETb afipec BHYTPEHHel s10KasnbHOU CeTU B

dopmate CIDR (1), anana3oH afpecoB AOCTYMHbIX K UCMONb30BaHUIO A8 BUPTYa/IbHbIX
MaLLnH (2).

VPC > vpe-emaksimehik
Name vpc-emaksimchik & Status Normal
D 3a961ce2-1330-4982-89¢T-ed1d872d7ecT subnet 1

NTP Server Address 1 — External Network ~ [Direct Connectlintranet_network
NTP Server Address 2 —

Expires Never

Subnet Internal Subnet Topology SNAT

Create Subnet 2 Name - Q Search by Tag ¥ C

Name Status Subnet CIDR Allocation Pools Gateway DNS Server Address Static Ro. Operation
subnet-emaksi ik Normal 192 168 46 0/24 192 168 .46 2-192 168 .46 254 192168 46 1 68888844 0 dify Delete

Mpumep co3gaHuns Nnpasuna:

x Action Permit -

* Protoco ANY -

* Source 192 . 168 . 46 . 0 [/ 24 (@
Add Source

x Destination 0 .0.0.0 /0 @
Add De:

Description

n Cancel

[obaBneHHoe NpaBMI0 0TOBPA3UTLCA B CMUCKE BCEX NPaBUA:

VPC Association  ACL
Add Rule ® AllActions ~ || Allprote.. ~  Source - Q| C
Status Action Protocol Source (@ Source Port Range () Destination (@) Destination Port Range (3) Description Operation
Enabled Permit ANY 192.168.46.0/24 0 0.0.0.010 0 -
OnuncaHue NCnonb3oBaHHbIX NONEN:
Mone 3HauyeHne OnwucaHve
, , PaspeluaeT npoxoxaeHue Tpaduka,
Action Permit P POXOXA pac
nonagawwero nog ycnosume npasuia
PaspeLueHb! Bce npotokonsl (TCP, UDP
Protocol ANY P P ( ’ ’

ICMP uT.4.).

YKkasblBaeT UCXOOHYI0 NOACETb, C
Source 192.168.46.0/24 KOTOpOW paspelléH goctyn. B gaHHoMm
crnyyae — BCS BHYTPEHHSAS CeTb.

JTobon BHelwHWI agpec (BeCb
WMHTEPHET). DTO yHMBepcarnbHasa 3annucb
Ans BCex agpecos

Destination 0.0.0.0/0




2. PaspelueHne gocrtyna K BupTyanbHOW MalunHe m3 rrinobansHom ceTn

[laHHOe npaBWNO MO3BONAET YCTPOMUCTBY M3 rnobanbHol cetn (Internet), B AaHHOM
cny4yae 8.8. 8.8, noay4atb goctyn no 22 nopty (SSH) K BUPTyanbHOM MalLMHE C aapecom
192.168.46.2 (3apmaétca npu co3gaHMM BUPTyasbHOM MawwuHbl). OHO paspelsaet
noakntovyeHne no SSH K BUPTyanbHOM MalLMHE C IOKaNbHbIM agpecom 192 .168.46.2.

[na npocmoTpa NIOKaNbHOrO aapeca BUMPTYyasibHOM MalUMHbI HEOBXOAMMO nepeinTn BO
BknagKy Console (1), nocne atoro nepeitn B nyHKT Elastic Cloud Server (2). B gaHHoM
BKNaAKe oTobparkalTca BCe CO34aHHble BMPTyasibHble MallMHbl. JIoKanbHOW agpec BM
pacnosiaraetcs B KonoHKe IP Address HanpoTue Ha3BaHuA BM (3)

iter ( B§ Console a Q) Favorites v

Computing ; Storage Network Mgmt & Deployment Database

Image Management Service

Virtual Private Cloud Offline Services Relational Database Service

VMware Network Recycle Bin Oracle Database Service

ud Server Virtual Private Network Tag Management

age Management Approval Process Management

Virtual Firewall

Click © to add services to favorites. You can add 7 more services to favorites

EXport List Al statuses - Name -
Name Status Flavor Image (Version) IP Address EIP AZ CPU Architec...  Expires
ecs-590b @ Stopped 1wCPU | 2 GB Debian_12 192.1656.46.37 - kvm_az X586 Never
nexicloud Running 1wvCPU | 2 GB Debian_12 192.168.46.4 1341717247 kvm_az X586 Never
docker Running 2VCPUs | 4 GB Debian_12 192.168.46.3 134.17.17.206 kvm_az 86 Never
emaksimchik Running 8VvCPUs |8 GB Windows_Server 134171765 kvm_az X86 Never
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[Mpumep cosgaHna npasuna:

| AddRule
i
* Action Permit -
* Protoco TCP -
* Source 8 .8 .8 .8 |//32|®@
Add Source
tc * Source Port Range 0 @ 9
i ]
# Destination 192 .168 . 46 . 2 |/ 32 @
=] 5
Add Destination
=3 1
=3 B
* Destination Port Range 22 @
o RS




[lo6aBneHHOe npaBuno oTobpasnTbCs B CIMCKE BCEX NMpaBun:

Enabled Permit

8.8.8.8/32

0

192.168.46.2/32 22

OnucaHne ncnonb3oBaHHbIX NOMEMN:

Mone 3Ha4veHne OnucaHue
Action Permit PaspeluaeT npoxoxgeHue Tpaduika,
nonagatrowiero noj ycnosue npasuna
Protocol TCP PaspeluaeT nogknioyeHus ¢
ncrnonb3oBaHMem npotokosia TCP
YkasbiBaeTcs IP agpec unv noacetb B
dopmaTte CIDR n3 koTtopown 6yaet
Source 8.8.8.8/32 AOCTYNHO NOAKMNIOYEHME K BUPTYyanbHOW
MawumHe. (/32 — B cny4yae KOHKPETHOro
ctaTuyeckoro IP agpeca)
Source Port 0 Cnuncok nopToB C KOTOpbIX ByaeT
Range AOCTYNHO nogkntoveHme. YkasbiBatb 0
KoHkpeTHbIN IP agpec BupTyanbHON
Destination 192.168.46.2/32 MaLlMHLL Heobxoaumo ykasbisaTs
agpec c ncnonb3oBaHneMm /32 ceTeBon
Macku
Destination Cnncok NopToB AOCTYMHbIX ANA )
22 NOAKMNIYEHUS. 22 — CTaHOaPTHbIN NOpT
Port Range
AN NoaknyeHusa no SSH.




